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OPINION: Lawmakers and others owe consumers more help to fight sophisticated mass-marketing and ID fraud, a former Ontario deputy solicitor general argues

You get a call or e-mail from
a seemingly reputable

company, such as Microsoft or
Windows. They warn you
they’ve received a virus notifica-
tion or error message from your
computer. 

Don’t worry: they can fix the
problem for you. 

They just need access to your
computer and a small fee, charged
to your credit card, naturally. They
also suggest “better” anti-virus
software they can easily install for a
low monthly charge.

This is one of Canada’s top 10
scams. Last year the Canadian
Anti-Fraud Centre (CAFC), made
up of the RCMP, the OPP and the
Competition Bureau Canada,
reported more than 50,000 com-
plaints of mass-marketing and
identity fraud. But that’s not the
disturbing part. It’s the CAFC’s
acknowledgement its data “repre-
sents less than 5% of the victims
overall” in Canada. 

A survey of 20 industrialized
nations, including Canada, found
the prevalence of fraud averaged
11% of the population. In 2006, the
UK Office of Fair Trade found 3.2
million UK consumers lost $5.6
billion to scammers. A recent
Stanford University study esti-
mates the direct cost of financial
fraud perpetrated against 30 mil-
lion Americans to be a staggering
$40 billion to $50 billion a year. 

Given those rip-offs, it’s likely
more than 3 million Canadians are
being cheated out of between $2.5
billion and $4 billion a year by a
growing array of scams. And the
CAFC is only hearing from and
helping less than 2% of this coun-
try’s victims. 

So, why the massive under-
reporting? Researchers agree on
several reasons.

Some people fail to report
because they don’t know they’re
being scammed. They don’t check
their credit card or bank state-

ments regularly. When they do, it’s
often too late. Others become trau-
matized when they’ve found love
or companionship, in “all the
wrong places”. Embarrassment and

self loathing about being
scammed, and hesitancy to report
when losses are rationalized as
being modest, are the other major
reasons.

The bigger question is, why do
we fall victim to scams?

The answers lie in a better
understanding of the psychology
of persuasion that leads people to

become victims. Labelling them
“other people” who are greedy,
gullible or naive is tempting. But
that’s not the reality. Research
shows people of all ages, income
levels, education and success, are
vulnerable to different persuasive
techniques.

Professor Stephen Lea of the
University of Exeter’s school of
psychology led an in-depth study
that examined why consumers fall
for scams. “Modern economic life
is complicated and we have to use
all sorts of short cuts and rules to
navigate our way through it,” he
found. “Scammers take advantage
of these necessary processes. This
means no one is immune from
being scammed”.  

His research identifies the main
kinds of “decision-errors” that vic-
tims make. And he explores the
psychology of persuasion that
scammers use to provoke us into
making “errors in judgement”. 

Most scams have two basic
characteristics. First, they appeal to
“trust and authority”. We tend to
obey authority, so scammers make
their offers look legitimate – from
reliable, well known companies or
institutions. They try to build con-
fidence with the victim (thus the
term “confidence man”). 

Second, they use “visceral trig-
gers”. They exploit our basic
human desires — fear, greed,
avoidance of pain, the need to be
liked — and provoke intuitive reac-
tions. These reactions can reduce
our inclination to screen scams
carefully. 

Other basic techniques aimed at
clouding our judgment include the
“scarcity tactic.” They’re often per-
sonalized, emphasize urgency and
offer a rare opportunity. Others ask
you to take small steps of compli-

ance leading to a major financial
commitment.

Many use high-value rewards —
often medically, financially or
emotionally life-changing — to
make scam victims feel the money
they’re being asked for is small
compared to the potential reward. 

Scammers prey on those who
are most vulnerable (10% to 20% of
the population, according to Lea).
Surprisingly, many aren’t generally
poor decision-makers. They
include people successful in busi-
ness and the professions, but
unduly open to persuasion.

Rapidly changing technology
magnifies the problem. We still
have to monitor knocks-on-the-
door, faxes, calls and letters. Added
to that, we’re now bombarded
with online mass marketing and
identity theft schemes that use e-
mail, social media and text mes-
sages. 

Scammers are early technolo-
gy adopters. It gives them a con-
stant lead over their online target
audience, many of whom find it
increasingly tough to spot
sophisticated ploys. 

More effective consumer edu-
cation is part of the answer. The
latest research suggests we iden-
tify the most vulnerable and
reach them with customized pre-
vention programs. The general
public also needs help to recog-
nize scams more easily.
Campaigns to raise awareness
should shift focus from “how
much we can make?” to “how
much we can lose?” Scams aren’t
long-odds gambles. They’re
humiliating, no-one-ever-wins
ordeals.

Surely, policy makers, con-
sumer protection agencies and
the CAFC can do better of
equipping us to defend our-
selves against these ever-pre-
sent forms of financial and
emotional fraud. Meanwhile, if
it seems too good to be true, it
probably is.
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Scammed: by the 
numbers
3 million: Estimated Canadians
ripped off each year.
$4 billion: Annual amount they’re
taken for.
Under 2%: Those who report being
scammed.
11%: Ratio of G20 populations vic-
timized by fraud goes here.


